Configuring a Trusted SQL Server Connection


 

Configuring a Trusted SQL Server Connection for ADO.NET 

 

Following article demonstrates the steps involved in configuring a trusted SQL Server connection to access data using ADO.NET  






        - Written by Shanthanu

 

Pre-requisites

 

1. 1.      A local instance of SQL Server has to be setup on the same machine as the IIS 

2. 2.      Optionally, during setup, the SQL server must be configured to be accessible thro’ Windows Authentication Mode. (It doesn’t matter if you haven’t done so)

 

Step 1: Creating a Trusted SQL Server Connection

 

For convenience this discussion assumes that an Administrator account is going to be assigned as the trusted SQL Server Connection. (Please read the note at the end of this paper)
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	1. 1.       Open the SQL Server Enterprise Manager from the Windows Start Menu

2. 2.       Navigate to the Security Node under (local)(Windows NT) node that represents the local instance of SQL Server 2000 installed on your computer.

3. 3.       Right-Click the LogIns Node and Click New Login.

4. 4.      In the SQL Server Login Properties dialog for New Login, click the Browse button against the text box marked Name

 

	 
	 
	 

	[image: image2.png]List Names Fiom:

NFPHOME-ENG™

sers Users are prevented o making acoid <]
BWINS Users Members who have view-only aceess fc

‘Adniristalor Builtn aceount for acmisleng e ol
€ ASPNET (aspnel_wp accouni] Account or turning ASP NET Worker £
€ Guest Buitin accountfor guest acoess o the.
6 1LUSPFHOME ENG (et 6Bk account o sy ﬂ
€ NAM_FPHOME ENG (Launch [Bultin accourt o nternet Information

€ NetShonS nices vindows ec Windows Mecds envices un under tis |

| sentn. |

sddNane: [FPROVEENG Ao




	 
	1. 1.       In the next dialog that opens up, select the computer from which the user account has to be chosen from the Drop down list captioned List Names From:
2. 2.       From the Names list, select Administrator and click Add.

3. 3.       The account, YOUR_ MACHINE_ NAME\Administrator will be automatically added to the Add Name Box. 

4. 4.       Click Ok to close the dialog

5. 5.       Observe that the YOUR_ MACHINE_ NAME\Administrator account name has appeared in the Name Text box of the SQL Server Login Properties dialog for New Login

6. 6.       In the Authentication section, select Windows Authentication and set the Security Access to Grant Access.

7. 7.       In the Defaults section, leave the settings unchanged if the default database to is master and language is <Default>.
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	1. 1.       Click the Server Role Tab. Set the Server Role to System Administrators.

2. 2.       In the Database Access Tab, select all those databases that this user is authorized to connect to.
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	1. 1.       In the Database roles for list, select public and db_owner/ public for each of the databases selected from above.

2. 2.       Click OK to close the dialog and return to Enterprise Manager.

3. 3.       Observe that the YOUR_ MACHINE_ NAME\Administrator account has been added to the list of Logins under the Security Node.

	 
	 
	 


 

 

Step 2: Configuring IIS to access SQL Server

 

This section demonstrates the steps to configure IIS to access SQL Server.

 

Section 1 assigned the Administrator account to the SQL Server as a trusted connection. The same account will now be set up to access the database from IIS.
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	1. 1.       Start the Internet Services Manager from the Administrative Tools Section in the Windows Start Menu.

2. 2.       Navigate to the Default Web Site Node. Right click, and select Properties to bring up the Default Web Site Properties dialog.

3. 3.       Click the Directory Security Tab

4. 4.       Click the Edit button under the Anonymous access and authentication control section

5. 5.       In the Authentication Methods dialog, check the Anonymous Access option and click Edit.

6. 6.       By default, the default IUSR_<your_machine_name> account is configured for Anonymous access. 

7. 7.       Change the Username to ‘Administrator’

8. 8.       Uncheck the Allow IIS to control Password option and type in the Administrator password.

9. 9.       Click OK. Confirm your password by retyping it when prompted by IIS and click OK to return to the Default Web Site Properties dialog.

10. 10.   Click OK to close the properties and return to the Internet Services Manager.

11. 11.   Click Apply to confirm changes. Click OK to Exit Internet Services Manager


 

 

 

Step 3: Configuring ASP.NET to access SQL Server through IIS using the Trusted SQL Server Connection

 

The next step will be configuring the web application to access SQL Server through IIS using the Trusted SQL Server Connection.

 

1. 1.       Open the machine.config file from the following location:

·           C:\WINNT\Microsoft.NET\Framework\v1.0.3705\CONFIG

2. 2.       Find the <identity> tag.

3. 3.       Set the impersonate attribute value to true.

4. 4.       Since this is a Trusted SQL Server connection, the username and password attributes value need not be mentioned here. So, set these two attributes to blank (“”)

5. 5.       Save and close the file.

 

 

 

 

 

 

 

Step 4: Testing the Trusted SQL Server Connection

Type in the following code and save it as DataBindVb.aspx file in the IIS application root (wwwroot) folder.

 

	<%@ Page Language="VB" Debug="true" %>

<%@ Import Namespace="System.Data" %>

<%@ Import Namespace="System.Data.SqlClient" %>
<script runat="server">

    Sub Page_Load(Sender As Object, E As EventArgs)

        Dim ds As DataSet

        Dim MyConnection As SqlConnection

        Dim MyCommand As SqlDataAdapter

        MyConnection = New SqlConnection("server=(local);database=pubs;Trusted_Connection=yes")

 

MyCommand = New SqlDataAdapter("select * from authors where state='CA';", MyConnection)

ds = new DataSet()        

 

MyCommand.Fill(ds, "Authors")

MyDataGrid.DataSource=ds.Tables("Authors").DefaultView

MyDataGrid.DataBind()

 

End Sub

 

</script>

<html><head>Testing Trusted SQL Server Connection in ADO.NET</head>

<body>

    <h3><font face="Verdana">Simple Select to a DataGrid Control</font> </h3>

 

    <ASP:DataGrid id="MyDataGrid" runat="server" Width="700" BackColor="#ccccff" BorderColor="black" ShowFooter="false" CellPadding="3" CellSpacing="0" Font-Name="Verdana" Font-Size="8pt" HeaderStyle-BackColor="#aaaadd" EnableViewState="false"></ASP:DataGrid>

</body>

</html>

 


 

 

To test the script, type the following url in the URL window of the web browser:

http://localhost/DataBindVb.aspx
 

If the browser renders records from the pubs database, you are all set!
 

Once you get the hang of the whole exercise, you can try to configure ASP.NET to a different user account, one that may not have Administrator privileges, but a regular user account. I wish I had the time to experiment with this.

 

Note to readers: Configuring ASP.NET with an Administrator account involves considerable risk, although Trusted SQL Server Connections are considered to be one of the safest ways to accessing data. Readers are advised to try this as an experiment and then apply this concept to user (Windows 2000) accounts with fewer privileges in the real world.

 

This document has been written for academic purpose only. The author is not responsible for any problems especially those that would compromise the security of a computer, network or any other resource the readers have and use in their work or home environment.

 

