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Computer Science 100

Chapter 7
Introduction to Networking and Security: 

Connecting Computers and Keeping Them Safe from 

Hackers and Viruses
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Topics

ÅNetworking fundamentals

ÅNetwork architecture

ÅNetwork components

ÅPeer-to-peer networks

ÅComputer threats

ÅComputer safeguards

ÅComputer viruses



Networking Fundamentals

ÅComputer network:

ïTwo or more computers connected 

together

ÅEach is a Node 

ÅBenefits of a network:

ïSharing resources

ïTransferring files



Network Architecture
ÅNetwork designs:

ïIndividual PC controlled:

ÅPeer-to-peer (P2P)

ïCentrally controlled:

ÅClient/server

Peer - to - peer

Client/
server



Peer-to-Peer Networks
ÅComputers communicate 

with each other:

ïPeers

ÅShare peripheral devices:

ïPrinters

ïScanners 

ÅHome and small office 

networks



Client/Server Networks
ÅClient computers:

ïUsers 

ÅServer computers:

ïProvide resources to clients

ïCentral network control

ÅInternet

ïA large, multi-server,

multi-client network.



LANs and WANs
ÅLocal area network (LAN):

ïNodes are within a small geographic 

region:

ÅHomes

ÅSchools

ÅSmall businesses

ÅWide area network (WAN):

ïLANs connected over long distances:

ÅA few miles to thousands of miles

ÅUse telecommunications lines



Network Components

ÅTransmission 

media

ÅNetwork adapters

ÅNavigation 

devices

ÅNetwork software



Transmission Media

ÅProvides communications channel between 
nodes

ÅForms of media:
ïTelephone wire:
ÅTwisted pair

ïCoaxial cable

ïFiber-optic cable

ïRadio waves:
ÅWireless

ÅBandwidth:
ïData transfer rate

ïThroughput



Network Adapters

ÅDevices connected to or installed in nodes:

ïNetwork interface cards (NIC)

ïExternal network adapter

ÅEnable communication between nodes



Network Navigation Devices
ÅDevices that help make 

data flow possible

ÅRouters:

ïRoute data between 

networks

ÅSwitches:

ïReceive data and 

retransmit it to nodes on the 

network



Networking Software

ÅPeer-to-peer Software:
ÅBuilt into operating systems that support 

networking

ïWindows

ïMac OS

ÅClient/server Software 
ÅNetwork operating system (NOS) software

ïWindows XP Professional

ïWindows Server 2003

ïNovell Netware



Types of Peer-to-Peer Networks

ÅPower line

ÅPhone line

ÅEthernet

ÅWireless 



Ethernet Networks
ÅEthernet network 

adapters are used to 

connect nodes
ïNIC card

ïPC Card

ïUSB adapter 

ÅComputers are 

connected to each 

other using 

unshielded twisted 

pair cable

RJ-45

Phoneline



Ethernet Routers
ÅTransfer packets from one network to another

ÅHome Internet routers transfer data from the Internet 

to the home network.

Router



Wireless Networks
ÅUse radio waves to connect nodes

ÅBasically an Ethernet network that uses radio 

waves instead of wires

ÅEach node requires a wireless network adapter:

ïTransceiver 



Power Line Networks

ÅComputers are 
connected to a houseôs 
electrical wiring to 
create a network

ÅPower line network 
adapter is used to 
connect nodes to 
electrical outlets



Phone Line Networks
ÅComputers are connected to a 

houseôs telephone wiring to 

create a network

ÅHome phone line network 

adapter is used to connect 

nodes to phone jacks



Configuring Software for a Home  Network

ÅWindows operating system:

ïWindows XP:

ÅNetwork setup wizard

ïWired or wireless

ïWindows ME:

ÅNetwork setup wizard

ïWindows 98:

ÅConfigure manually

ïHelp has a clear instructions



Computer Threats

ÅCyber-crimes are criminal acts conducted 

through the use of computers by Cyber-

criminals.



What Hackers Do
ÅSteal information from 

computers:

ïCredit card numbers

ïBank account numbers

ÅInternet packet sniffing

ÅCommit identity theft



How Hackers Gain Access
ÅDirect access:

ïHacking 

software through 

the network 

connections

ÅIndirect access:

ïInternet 

connection

ïLogical ports 

through the 

browser



Computer Safeguards: Firewalls 

ÅSoftware programs or 

hardware designed to close 

logical ports to invaders

ïA firewall is built into 

Windows XP

ïMore robust firewalls are 

available from other vendors.

ïFirewalls are critical if you 

have an always-on broadband 

connection.



Protecting a Wireless Network
ÅWireless network range doesnôt stop at the property 

line.

ÅDo not broadcast your SSID. This identifies your 

network to all who listené

ÅMake sure to use a strong encryption key when you 

install your wireless router. I will show you how.

ÅUse the MAC address of the computers you want to 

connect to your networké.only those machines will 

be able to connect!  This is called MAC filtering and 

wireless routers have this capability built in.



Computer Threat -Viruses

ÅA program that attaches itself to 

another program and spreads itself 

to other computers

ÅViruses are hidden within the code 

of a host program



How Does a Computer Catch a Virus?


