Computer Science 100
Chapter 7

Introduction to Networking and Security:
Connecting Computers and Keeping Them Safe from
Hackers and Viruses
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Networking Fundamentals

A Computer network:

I Two or more computers connected
together

AEach is a Node

A Benefits of a network:
I Sharing resources
I Transferring files
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Network Architecture

A Network designs:

I Individual PC controlled:
APeer-to-peer (P2P)

I Centrally controlled:
AClient/server
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Peerto-Peer Networks

A Computers communicate
with each other:
I Peers

A Share peripheral devices:
T Printers
I Scanners

A Home and small office
networks

Network cable
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Computer 2

Printer cable

Ink-jet printer




Client/Server Networks

A Client computers:
I Users

A Server computers: i
i Provide resources to clients®
I Central network control

A Internet
I A large, multi-server,
multi-client network.




LANs and WANSs

A Local area network (LAN):

I Nodes are within a small geographic
region:
AHomes
ASchools
ASmall businesses

A Wide area network (WAN):

I LANs connected over long distances:
AA few miles to thousands of miles
AUse telecommunications lines




Network Components
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Aransmission
media

ANetwork adapters

ANavigation
devices

MNetwork software

Networking
software running |———>
on each computer :

Computer 2
network node

Transmission media
(wires or radio waves)
connecting network nodes

Computer 1
network node

Printer
network node

3 External Internal network adapter Wireless

: network adapter  (network interface card) :: access point

' Netwiork adapter attached to or i Specialized network navigation
inserted in each network node devices (used on some networks)
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Transmission Media

nodes

A Forms of media:

I Telephone wire:
A Twisted pair

I Coaxial cable
I Fiber-optic cable
I Radio waves:

A Wireless

A Bandwidth:

I Data transfer rate
I Throughput




Network Adapters

A Devices connected to or installed in nod
I Network interface cards (NIC)
I External network adapter

A Enable communication between nodes



Network Navigation Devices

Mevices that help make
data flow possible

ARouters:

I Route data between
networks

Bwitches:

I Recelve data and
retransmit it to nodes on the
network




Networking Software

A Peer-to-peer Software:

ABuilt into operating systems that suppor
networking
I Windows

I Mac OS

A Client/server Software

ANetwork operating system (NOS) softwa
I Windows XP Professional
I Windows Server 2003
I Novell Netware



Types of Peetio-Peer Networks

A Power line
APhone line
A Ethernet
A Wireless




Ethernet Networks

A Ethernet network
adapters are used to

connect nodes
I NIC card
I PC Card
I USB adapter

A Computers are
connected to each
other using
unshielded twisted
pair cable
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Ethernet Routers

A Transfer packets from one network to another

A Home Internet routers transfer data from the Internet
to the home network.




Wireless Networks

MJse radio waves to connect nodes

Masically an Ethernet network that uses radio
waves instead of wires

AEach node requires a wireless network adapter:
I Transceiver




Power Line Networks

A Computers are
connected t
electrical wiring to
create a network

A Power line network
adapter is used to
connect nodes to
electrical outlets




Phone Line Networks

A Computers are connected to a
houseos tel ephoyd
create a network

A Home phone line network
adapter is used to connect
nodes to phone jacks




Configuring Software for a Home Netwc

A Windows operating system:

I Windows XP:

ANetwork setup wizard ——
I Wired or wireless '
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I Windows ME: e,
ANetwork setup wizard
I Windows 98:

AConfigure manually
I Help has a clear instructions
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Computer Threats

A Cyber-crimes are criminal acts conducted
through the use of computers by Cyber-

criminals.




\What Hackers Do

A Steal information from
computers:

I Credit card numbers
I Bank account numbers

A Internet packet sniffing
A Commit identity theft




How Hackers Gain Access

A Direct access:
I Hacking
software through

the network
connections

AIndirect access:

I Internet
connection

I Logical ports
through the
browser




Computer Safeguards: Firewalls

A Software programs or
hardware designed to close
logical ports to invaders

T A firewall is built into
Windows XP

T More robust firewalls are
available from other vendors.

I Firewalls are critical if you
have an always-on broad
connection.

Hackers

Hackers
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Protecting a Wireless Network

AWireless network range doest

line.
A Do not broadcast your SSID. This identifies your
network to all who |1 ste

A Make sure to use a strong encryption key when you
Install your wireless router. | will show you how.

A Use the MAC address of the computers you want to
connect to your networké
be able to connect! This is called MAC filtering and
wireless routers have this capability built in.




Computer ThreatViruses

A A program that attaches itself to
another program and spreads itself
to other computers

AViruses are hidden within the code
of a host program




How Does a Computer Catch a Virus?



